IJCSNS International Journal of Computer Science and Network Security, VOL.24 No.8, August 2024 43

Universal Description of Access Control Systems

Karel Burda

Brno University of Technology, Brno, Czech Republic

Abstract

Access control systems are used to control the access of people to
assets. In practice, assets are either tangible (e.g. goods, cash,
etc.) or data. In order to handle tangible assets, a person must
physically access the space in which the assets are located (e.g. a
room or a building). Access control systems for this case have
been known since antiquity and are based either on mechanical
locks or on certificates. In the middle of the 20th century,
systems based on electromagnetic phenomena appeared. In the
second half of the same century, the need to control access to
data also arose. And since data can also be accessed via a
computer network, it was necessary to control not only the access
of persons to areas with data storage, but also to control the
electronic communication of persons with these storage facilities.
The different types of the above systems have developed
separately and more or less independently. This paper provides
an overview of the current status of different types of systems,
showing that these systems are converging technologically based
on the use of electronics, computing and computer communi-
cation. Furthermore, the terminology and architecture of these
systems is expanded in the article to allow a unified description
of these systems. The article also describes the most common
types of access control system configurations.
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1. Introduction

Access control is a method of asset protection that has
been around since ancient times. It is based on the fact that
access to assets (e.g. into a building or to data) is granted
only to selected persons. These persons will be referred to
as users in the following. Access control systems have
gradually been developed to put the access control method
into practice. Mechanical access control systems, i.e.
systems based on mechanical locks, appeared first. Only
the person who was able to unlock the lock was allowed to
enter the asset space. A little later, what we will call
certificate-based systems were developed. Originally,
these were non-technical systems where access control to
assets was carried out by designated persons such as
security guards, border guards, etc. These persons control
the physical passage to the assets (e.g., a theatre
auditorium or a border crossing), and through this passage
they allow access to the assets only to those persons who
have the necessary certificate (e.g., a theatre ticket or a
passport).

Manuscript received August 5, 2024
Manuscript revised August 20, 2024

hitps://doi.org/10.22937 /IJCSNS.2024.24.8.5

In the second half of the 20th century, access control
systems were further expanded to include -electrical
systems, i.e. access control systems based on electro-
magnetic phenomena. All of the above systems are based
on restricting access of persons to physical spaces with
assets (typically rooms, buildings, or premises). However,
with the emergence of computer networks in the late 20th
century, it became possible for a user in one physical space
(e.g. an office) to work with data stored in another
physical space (e.g. a server room). And because data are
assets, this fact forced the creation of a fundamentally new
type of system. This type of access control systems is not
based on restricting the entry of persons into a physical
space, but on restricting the electronic communication of
persons with data devices.

All of the above access control systems have evolved
independently and so their terminology is different. As far
as mechanical and certificate systems are concerned, there
are no standards that define them as systems at all. In
North America, electrical access control systems are
referred to as “entry control system” ([1], p. 187) or
“physical access control system” - PACS ([2], p. 56). In
Europe, the name “electronic access control systems” is
standardised for this type of system [3]. Information
technology standards (e.g., [4], p. 9) and information
processing systems standards (e.g., [S]) can be applied to
access control systems to data, where the term “access
control” is commonly used. The same term is defined in
the Internet Security Concepts Standard ([6], p. 11).
However, the term “access control” conveys a security
method and not a system, and so in what follows we will
use the generic term “access control system”.

The previous paragraph shows that the terminology of
the different types of access control systems is neither
complete nor uniform. On the other hand, all the systems
described have the same purpose (i.e. to control access to
assets) and at the same time there is their technological
convergence (see below). It is therefore appropriate to first
establish a common terminology for these systems. In this
paper, the following classification of access control
systems will be used.

e For the system for controlling access of persons to
objects (e.g. rooms), the term “object access control
system” will be used. This class of systems will include
the following three types.
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- A system where access control is based on
mechanical locks will be called a “mechanical access
control system”.

- A system where access control is based on paper,
electronic or other certificates will be referred to as a
“certificate-based access control system”.

- A system where access control is based on the use of
electromagnetic phenomena (electric locks, magnetic
cards, etc.) shall be called an “electrical access
control system”.

e The term “data access control system” shall be used for

a system for controlling access to data by persons.

With regard to the above classification, it should be
noted that it is based on the historical development of
access control systems and does not currently define these
systems so precisely. This is because technological
developments are blurring the boundaries between
different types of systems. For example, contemporary
electrical systems use computer networking techniques for
communication, data access control systems use electronic
certificates, mechanical locks are fitted with electronic
accessories, etc.

For a more in-depth description of access control
systems, additional terms now need to be defined.

o Entity: a person or device. An example of a device type
entity is an autonomous vehicle or a computer. In this
paper, however, the problem of access control will be
explained using concepts tied to the notion of a person.
This is because, for example, the term “requestor” is
more concise and illustrative compared to the term
“requesting entity”.

e Identity: in the original sense of the word, the
correspondence of the attributes of the person being
assessed (e.g. his/her surname, eye color, etc.) with the
attributes that are certified by a particular authority (e.g.
in the person's passport). Nowadays, however, identity
is usually understood not as a match, but only as the
aforementioned set of certified attributes of the user
(e.g., [6]). In access control systems, the identity of a
user is usually an identifier (typically a text string).

e Assets: anything that is valuable. Assets can be either
tangible (e.g., goods, cash, documents, etc.) or
intangible (e.g., data, service, reputation, etc.).

e User: an entity that has rights to manipulate assets,
called access to assets.

e Access control: a security method based on the fact that
only selected entities, i.e. users, have access to
protected assets.

e Access list: a list of users and their access rights. For
example, a user with identifier X is only allowed to
enter room M on weekdays between 08:00 and 18:00.

e Access control system: a system that allows users to
access assets according to the information in the access
list.

e Authority: the person who creates the access list.

o Authorization: the act whereby an authority grants
access rights to a person, i.e. grants them user status.
For the purposes of the access control system, each user
is further assigned a unique designation (i.e. identity),
whereby a user with identity X will be referred to as
user X in the following. Next, the user's proof factor and
verification factor are negotiated with the user. Using a
proof factor (e.g., password), the entity proves to the
system that it is user X, and using a verification factor
(e.g., password hash), the system verifies that the
requester has the correct proof factor.

e Certificate: a document confirming a fact. Certificates
in access control systems are issued by an authority.
Most often, it is a verification certificate that contains
the identity of the user and its verification factor. In
practice, an authorizing certificate can also be
encountered. This specifies the rights that have been
granted to the certificate holder. For example, a ticket
gives its holder the right to watch a theatre performance
from seat Y. If the identity of the holder is also stated in
this type of certificate, but without a verification factor,
then the identity of the holder can be proven within
another verification system trusted by the authority (e.g.
using an ID card).

e Verification list: a list of user identities and their
verification factors. This list may also exist in a
distributed form, whereby the authority issues a
verification certificate to each user at authorization,
stating the identity of that user and their verification
factor.

e Requestor: an entity that requests access to assets from
an access control system.

2. History

The first access control systems have been documented
as early as 6,000 years ago ([7], p. 32). They were based
on the principle of a mechanical lock, whereby access to a
house or chest required a proof factor in the form of a key.
Figure 1 shows a model of a lock from ancient Egypt. The
key (bottom right) had uniquely positioned pins, which
could then be used to lift up the locking rollers in the holes
of the deadbolt body. The picture shows that if the key is
lifted all the way up in the lock, the ends of the pins and
the ends of the rollers will be flush with the top surface of
the deadbolt. A shear line is created (shown in purple in
the picture) and the deadbolt can be extended by pulling
the key to the right.
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Fig. 1: Ancient Egyptian lock [8].

In antiquity, the first city and state formations began to
take shape, with the creation of crossing points on their
borders. To cross the border, a person often had to possess
the required document [9]. For example, Figure 2 shows a
photograph of a papyrus from 722 AD with a person's
permission to exit. The documents required to cross the
border later evolved into the passport, which today allows
its owner to prove his or her identity.

Fig. 2: Ancient Arab exit permit [10].

Access control systems that were based on proof
factors in the form of mechanical keys or written
documents dominated until the 20th century. The first
electrical access control systems appeared in the 1950s. In
them, authorized users used a specified type of card as a
proof factor and used it to unlock the electric lock of the
door they wanted to pass through [11]. Figure 3 on the left
shows an example of such a door lock. The types of access
cards have gradually changed for security reasons. At first
punch cards were used, then magnetic and Wiegand cards,
and still later wireless chip cards ([12], p. 108).

In the early 1960s, keyboards also began to be used
[11]. In this case, the proof factor was the user's
knowledge of the secret number combination entered on
the keypad at the door (see Figure 3, right). The 1980s saw
a significant proliferation of computers, and here too there
was a need to control access - specifically to data, with
passwords being the most commonly used as the proof
factor.

Fig. 3: A door lock where the proof factor is a card [13] (left) and a door
keypad where the proof factor is a numeric code [14] (right).

And in the late 1990s, data access control systems and
electrical access control systems [15] also started to use
biometrics as proof factors. For example, Figure 4 on the
left shows a computer in the form of a smartphone, with
the user's facial biometrics used as a proof factor. The
figure on the right is then a swipe fingerprint reader on a
laptop - in this case the proving factor is the user's
fingerprint.

Fig. 4: For example, a face [16] (left) or a fingerprint (right) can be a
biometric proof factor [17].

This brings us to the present. The general architecture
of access control systems will now be explained.

3. Architecture

The access control system is highlighted by the red box
in Figure 5. From the figure, it is clear that the access
control system is practically a barrier that is located
between the requesters and the assets. And only users can
access the assets through this barrier. The behaviour of the
system is set and possibly evaluated by the authority.

The system generally consists of four basic elements,
which we will call controller C, verifier V, organizer O
and gateway G. The purpose of each element is as follows.
e Organizer: the element by which the behavior of the

system is set and, where appropriate, by which the

authority obtains an overview of the activities of
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requesters and other elements of the system. The
behavior of the system is mainly set by defining an
access list.

e Verifier: element that establishes the identity of
applicants or the authenticity of certificates. It
communicates its findings to the controller. The
verification factors are either obtained by the verifier
from its verification list or presented by the requester in
its verification certificate.

e Controller: the element that controls the gateway. It
usually creates instructions for the gateway based on the
verifier's findings and on the information in its access
list.

e Gateway: an element that allows user access to assets as
instructed by the controller.

Legend:

O = organizer,
V = verifier,
C = controller,

G = gateway,
CS = communication
system.

requester

Fig. 5: General architecture of an access control system.

System elements can be devices as well as persons, and
multiple elements with the same role can be present in the
same system. And if the system elements are
geographically dispersed, they communicate with each
other through the communication system CS.

Before describing the actual operation of the access
control system, it is necessary to clarify a few terms
related to verification. The identity of requesters, or the
authenticity of certificates, is verified through a
verification process. As part of the verification process, the
requester allows the verifier to find out the necessary
information about his proof factor or certificate. This is
done, for example, by taking a fingerprint or by attaching
the passport to a reader. The verifier tests the obtained
information against the selected verification factor. If the
identity of the requester is sought and the aforementioned
test is positive for the verification factor of user X, the
requester is declared as user X. If the authenticity of the
certificate is verified and the mentioned test is positive for
the authentication factor of authority X, then the output of
the verifier is that the certificate is genuine and issued by
authority X (e.g. the passport is genuine and issued by the
relevant US authority).

In what follows, we will focus on systems that control
access based on the identity of persons, and so we will
limit further discussion of verification to the issue of
verifying the identity of requesters. In some access control

systems, a requester first presents itself, i.e., either
announces its identity or presents its verification certificate.
If the requester announces its identity, the verifier looks up
the verification factor in its verification list based on that
identity. It then uses this in the subsequent verification test.
In the second case, i.e. the requester has submitted a
verification certificate, the verifier first verifies the
authenticity of the certificate (e.g. by means of a digital
signature) and if it is authentic, the verification factor from
this certificate is used in the verification test. In both of
these cases, if the verification test is successful, the verifier
passes the determined identity to the controller. The
described process of verifying the presented identity is
called authentication.

In other systems, the procedure is that the requester
does not present himself and merely allows the verifier to
find out the necessary information about his proof factor.
The verifier then determines the identity of the requester
through verification tests, where it successively tests the
verification factors of different identities until either the
verification test is positive or all verification factors are
tested. If the test is positive for the verification factor of
user X, the requester is declared to be user X. There is no
suitable term introduced for the described method of
identity determination. While the term identification is
sometimes used, this term is generally viewed much more
broadly. Therefore, we introduce the term determination
for the identification method described above. The term
“determination” in the context of identification expresses
the fact that the verifier considers all possible identities
and determines one of them to be correct.

Then the concepts related to identification can be
defined and arranged as follows.

e Presentation: indication of identity by the requester. The
requester either announces his identity (usually using a
keyboard) or presents a verification certificate stating
his identity and the verification factor. The verification
certificate may be either in paper form (e.g. passport) or
in electronic form (e.g. public key certificate).

o Authentication: verification of the identity of the
requester. The requester first presents himself and then
allows the verifier to find out the necessary information
about his proof factor. The verification test is performed
using the verification factor of the presented identity. If
the presentation is made in the form of an
announcement by the requester, the verifier shall have a
verification list. If the presentation is in the form of a
verification certificate, the verifier only needs a
verification factor designed to authenticate certificates.

e Determination: finding the identity of the requester. The
requester does not present himself and only allows the
verifier to find out the necessary information about his
proof factor. The information obtained is successively
tested using verification factors of different identities
until either the verification test is positive or all
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identities are tested. In this case, the verifier must have
a complete verification list.

o Identification: any form of establishing the identity of a
requester. It is a generic term that encompasses
presentation, authentication and determination.

From the above it is clear that the presentation is an
unreliable way of establishing the identity of the requester,
as without identity verification, the requester can
impersonate anyone. There are two ways to establish
identity in a trustworthy manner. Either the requester first
makes a presentation and then authentication takes place,
or a determination is made. The first method is mainly
used in data access control systems, because in this case
requesters are by default provided with a means to present
themselves (usually a keyboard).

On the other hand, in electrical access control systems,
determination is usually carried out, since the possible
presentation of the requestor (e.g., by typing his/her
identifier on a keypad at the entrance to the building)
would take a disproportionately long time. In a typical
building access scenario where, for example, hundreds of
people per hour need to pass through a single gateway
(typically employees atriving at the building in the
morning), this delay would be unacceptable. Therefore, the
requester simply allows the verifier to determine the
necessary information about its proof factor, and the
verifier sequentially tests who has a verification factor that
matches the proof factor used - this establishes the identity
of the requester. Contemporary verifiers are very fast. For
example, a fingerprint verifier [18] can scan four fingers of
one person's hand and compare them with the verification
factors of 100,000 users within 1 second. The throughput
of one such pass is then 60 users per minute.

In this context, it is worth noting that determination is
also used in police search systems. The difference is that
wanted persons do not provide search systems with
information about a proof factor (e.g., facial appearance or
smartphone identification number) voluntarily. CCTV
footage from public places or smartphone login data to
base stations are tested against verification lists, which can
then identify the locations of wanted persons.

Now we can finally move on to a description of how
the access control system works. Before the system can be
put into operation, the authority must first store the access
list in the controller via the organizer. This list describes
the rights of each user to the assets. Next, the authority
must import the verification list into the verifier. If
authentication is performed using verification certificates,
this list contains only one factor that is used to authenticate
the certificates. Otherwise, the list contains the identities
and authentication factors of all users. Both lists can be
additionally updated by the organizer while the system is
running (e.g. when a new employee is hired).

The access to the assets itself is as follows. The verifier,
either by authentication or determination, determines the
identity of the user and passes this to the controller. The
controller uses the access list to determine the user's rights
and passes these to the gateway. The gateway then allows
the user to access the assets in accordance with the list of
rights sent by the controller. The gateway can record the
user's activities, then pass them to the controller and the
controller to the organizer. The authority can then analyze
those records.

The certificate that the requester presents to the verifier
may contain the requester's rights in addition to the
requester's identity and verification factor. In this situation,
although the verifier does not need the access list, the
authority cannot then operationally change the rights of the
person (typically revoke his access rights). The solution is
the so-called blacklist, which is a list of persons whose
access rights have been revoked. This list is updated by the
authority in the controller as needed, and if the requester is
on the list, he or she cannot access the assets despite a
valid certificate.

4. Configurations

The architecture of the access control systems in Figure 5
is generic. In practice, however, individual devices in the
system may play the role of one of the basic elements (e.g.,
a gateway) as well as the role of several basic elements
(usually a controller and a verifier). If a given device
fulfils more than one role, this will be indicated by a list of
abbreviations of the respective roles separated by a “+”
symbol. So, for example, a device that performs the role of
both controller C and verifier V will be denoted by (C+V).
If we talk about the whole system, we will list all elements
symbolically. For example, the enumeration [O, (C+V),
nxG] expresses a system with an organizer O, a central
device (C+V) and n gateways G.

4.1 Mechanical systems

First, the typical configuration of mechanical access
control systems will be explained. The assets are typically
located in a room behind a door that is equipped with a
lock, usually with a cylinder (see Figure 6). The user has
been given a proof factor, which is a key, by an authority
(e.g. a hotel receptionist). He inserts this into the cylinder,
which puts the key pins and driver pins in the position
shown in the figure. In this position, the key pins and
driver pins touch each other on the circumference of the
plug, which can now be rotated. The cam that unlatches
and extends the deadbolt (not shown) rotates with the plug.
This allows the door to be opened and the assets to be
accessed. In the example described, the plug is the verifier
V and the lengths of the key pins are the verification factor.
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The controller C is a rotating cam that can be rotated after
successful verification. The controller, by its rotation,
ejects the deadbolt which here acts as gateway G. All the
elements mentioned (i.e. controller, verifier and gateway)
form a single device, i.e. it is a device of type (C+V+G).

key

rotating plug

rotating cam key pin

driver pin

spring

Fig. 6: Cylinder [19].

In the case of a mechanical lock, it is often the case that
the key to the lock exists in multiple copies and is thus
available to multiple users. In such a case, it is then
impossible to determine which of the users opened the
lock. The same applies to master key system locks. This
type of lock can be unlocked with different keys, but again
it is not possible to know when and which user unlocked
the lock. Also, with locks, all users have the same right,
which is the right to enter the asset room. The lock access
list can then be characterized as an implicit list (i.e., it does
not exist in explicit form) with a single entry. This entry
states that any user (in this case a person with the correct
key) has the right to enter the asset room. The verification
list is also implicit and, for example, in the case of a
cylinder, is determined by the length of the key pins.

The role of the organizer O in systems with mechanical
locks is usually performed by the authority itself. The
explicit access list (i.e., who has the key to what room) is
kept for the administrative use of the authority only and is
not exported to any lock. A set of spare cylinders is also
included with the organizer. From a system point of view,
the verifiers of these cylinders contain various verification
lists and then if a key is lost or, for example, a dismissed
employee fails to return the key, the existing cylinder is
replaced by another. This replacement can be viewed as an
export of the new verification list to the corresponding
lock. Figure 7a shows a general configuration of a
mechanical access control system for a single door. There
can be n such doors, and so the configuration of a classical
mechanical system can be written symbolically as [O,
nx(C+V+G)]. This notation expresses that the system
consists of an organizer O and n devices of type (C+V+G),
i.e. n locks. The red marked link between the organizer O
and the lock expresses the possibility of cylinder

replacement, i.e. the possibility of off-line changing the
verification list.

a)
0

2

lecscemmcmeenm -t

(C+V+G)

Fig. 7: Mechanical and electromechanical access control systems. Typical
configuration of these systems a), an example of an electromechanical
system with smart cards b) [20] and an example of an electromechanical
system with keypad c) [21].

Modern mechanical access control systems already
incorporate electronics. The gateway G of such an
electromechanical system is usually either a deadbolt
operated by a cylinder (see Fig. 7b) or a latch bolt in
fitting operated by a door handle (Fig. 7c). The possibility
to move the deadbolt or the latch bolt is blocked or
allowed by the electronics, which thus acts as a verifier V
and controller C. Verification of persons is mainly carried
out by means of smart cards (in Fig. 7b the reader is under
the black cover), although some manufacturers also offer
models with verification by means of keypads (Fig. 7¢) or
fingerprint readers. The configuration of the described
system can again be symbolically described as [O,
nx(C+V+G)], i.e. the system contains an organizer O and
n locks containing a controller C, a verifier V and a
gateway G.

For electromechanical systems, the communication of
the lock with the organizer O (red line in Figure 7a) is
either offline or online. Historically, the older offline
communication is usually mediated by a portable
programming device. These devices write lists to the
controllers or verifiers and in turn read messages from the
controllers. More modern online communication is
typically handled by a radio network. The advantage of
electromechanical locks 1is that they offer similar
capabilities to electrical access control systems while
being easily implemented into existing doors. Simply
either replace the existing insert or the fitting.

4.2 Certificate-based systems

Another type of systems are certificate-based access
control systems. These are originally non-technical
systems where individual roles in controlling access to
assets are performed by designated persons, such as
security guards, border guards, etc. Although there is a
noticeable trend towards automation of this type of
systems [22], we will explain it using a classical solution.
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The persons who perform the different roles of the system
(we will call them services) are in control of the physical
passage to the assets (e.g., the entrance to the premises or
the border crossing), and through this passage they allow
access to the assets only to those persons who have the
necessary rights.

Originally, a certificate expressed the fact that the
holder of the certificate had certain rights (see text related
to Figure 2). This type of certificate can still be found
today - for example, a theatre ticket gives its holder the
right to occupy a specific seat in the auditorium. For a
person who performs a service role, this certificate is one
specific access list item that is sent to him by the authority
through its holder. The service verifies the authenticity of
the certificate and, if so, allows the certificate holder to
exercise his rights. The disadvantage of the described
solution is the fact that a potential attacker can steal the
certificate from the user and thus obtain his rights.

Therefore, in contemporary access control systems, the
certificate is practically a distributed item of the
verification list, i.e. the certificate contains the identity of
its holder and the necessary verification factors (e.g. a
photo of the holder). The certificate may also contain the
user rights of a person. However, the authority usually
does not send the user rights in the certificates and
distributes them to the pass points in the form of a
complete access list. The user rights can thus be changed
operatively during the validity period of the certificate.
Certificates were originally in paper form and their
authenticity was verified using techmetrics, which are
unique measurable and non-replicable attributes of a given
certificate (e.g. types and placement of holograms on the
certificate). Nowadays, certificates are also used in
electronic form and their authenticity is usually verified by
a digital signature (i.e. a cryptographic key).

The configuration of the certificate-based system
depends on the number of people in the service. The
operation of the system will be explained here using the
case where the service is single-person, so that this person
is also the verifier, controller, and gateway. Symbolically,
this is an element of type (C+V+G). As a verifier, the
service first verifies the authenticity of the certificate. If
the certificate is genuine and it states that user X is the
certificate holder, then the service assumes that user X is
requesting access. The certificate includes the verification
factor of the requester. For example, in the case of ID
cards this is usually the requester's photo and in the case of
biometric passports the requester's biometrics. The service
verifies the identity of the requester and then starts to act
as a controller. It has a written or electronic access list
from the authority, which it uses to determine the rights of
user X. The lists are created by the authority using a
suitable organizer O and distributed to the individual
passages. Finally, the service starts to act as a gateway and,
according to the rights established, allows user X to access

the assets. There can be n passes in the system and so the
system described above can be expressed symbolically as
a system of type [O, nx(C+V+QG)].

Figure 8 is a photograph illustrating the passage of a
person through a passport counter at an airport. The
woman on the left is the requester and the man behind the
counter is the service that acts as verifier, controller and
gateway.

Fig. 8: Example of a certificate-based access control system [23].

It is clear from the picture that the authenticity of the
certificate (in this case the passport) has already been
verified and the service is now checking the requester's
likeness against the passport photo. So, in practice, in this
case a double verification is performed. The first
verification is the verification of the authenticity of the
passport and the second verification is the verification of
the identity of the person according to the verification
factor in the passport (in this case the passport holder's
photograph). In the case of biometric passports, the service
may also verify the person by fingerprint. In this case, the
fingerprint verification factors are stored in a chip which is
an integral part of the passport. If all the verifications
carried out are successful, the service will still verify the
requester's rights on its computer. The access lists at
border controls do not take the form of a list of persons
who can enter the territory of the country, but a list of
persons who do not have this right or who need to be
detained (the aforementioned black list). If the requester is
not on one of these lists, the service will allow her to pass
around the counter into the given national territory.

4.3 Electric systems

Historically, the third type of system was the electric
access control system. They are mostly used for automated
control of access to rooms, buildings or premises. Four
typical configurations of this type of system for a single
door are illustrated in Figure 9. Organizer O is usually a
regular computer with a program (e.g., [24]) that allows
the creation, update, and export of access and verification
lists. It also allows the import of data on user activities and
on the actions of system elements and the subsequent
analysis of this data. Gateway G is most often an electric
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door lock. However, a gateway can also be, for example,
an electrically operated door, or it can be a barrier,
turnstile, etc.

Figure 9a shows a historically older configuration of
the access control system. The device, which is
abbreviated (C+V), acts as both a controller C and a V
verifier (e.g., [25]). This device is connected to the
organizer and thus the access or verification list can be
imported into or updated in the controller or verifier. For
connection to the organizer (magenta line in the picture),
the RS-485 bus is usually used, or in more modern
systems, the LAN computer network. The connection via
the computer network is usually metallic (Ethernet
connection) and sometimes wireless (Wi-Fi connection).

c [
i
I

Legend:

O = organizer,
C = controller, Wiegand, OSDP
V = verifier, two-wire loop

G = gateway, LAN

I = verifier interface. radio network

C+V | §

RS-485, LAN

Fig. 9: Typical configurations of electrical access control systems.

Controller C typically controls m = (1 to 4) gateways G
via two-wire loops (black line in the picture). Often a door
open detector and an outgoing button are also connected to
the controller. However, these elements are not essential in
principle and so we do not describe them. For safety
reasons, the device with the controller is placed inside the
object with assets. And since it includes a verifier, an
interface I must be installed in front of each gateway,
through which the requester can communicate with the
verifier. Interface I and gateway G form a pair - by
selecting the communication interface I, the requester
indicates to the verifier which of the m connected
gateways G he wants to pass through. The interface I is
either a keyboard or a card reader. The communication
between the interface and the verifier (blue line in the
figure) is most often done either via a Wiegand connection
[26] or, in more modern systems, via the OSDP bus [27].
In general, there can be n devices of type (C+V) in the
system, and so the described configuration can be
expressed symbolically by the enumeration {O, nx[(C+V),
mx(I, G)]}. Thus, in general, there is an organizer O and n
devices of type (C+V) in the system, with each device
(C+V) connected to m pairs of interfaces I and gateway G.

The deployment of biometric readers forced the
configuration as shown in Figure 9b. Verification using
biometrics (e.g., fingerprint) requires more computing
power and storage capacity compared to existing (C+V)
devices. Therefore, biometric reader manufacturers have
made the verification interface I (in this case, the biometric
sensor) into a complete verifier V. In addition to the sensor,
the verifier contains a sufficiently powerful processor to
test the biometrics of requesters against a verification list,
with the import and update of that list being performed by
the organizer O over a computer network (red line in the
figure). The remaining interconnections are the same as in
Figure 9a. Symboli-cally, the described configuration can
be expressed as {O, nx[C, mx(V, G)]}, i.e., there is an
organizer of O, n controllers in the system, where each
controller C is connected to m pairs of verifier V and
gateway G. This configuration was later also used for
verifiers that use cryptography to prove identity.

Compared to a biometric verifier, the controller
requires much less computational and memory capacity, so
the natural evolutionary step was to integrate the controller
into the verifier. This resulted in the configuration of
Figure 9c, where the biometric reader acts as both verifier
and controller (e.g., [28], p. 16). In terms of device inter-
connection, this is a much simpler system, but the
disadvantage is that the controller controls only one
gateway and is also exposed to a higher risk of attack. The
described configuration can be symbolically described as
{0, nx[(C+V), G]}, i.e., the system consists of an
organizer O and n devices containing a controller C and a
verifier V, with each of these devices controlling one
gateway G.

Due to the miniaturization of components and
increasing battery capacity, even more extensive
integration can be encountered as shown in Figure 9d. This
[0, nx(C+V+QG)] type configuration has already been
explained for electromechanical systems (see Fig. 7a) and
is presented here for completeness. In practice, it is the
integration of the controller, verifier, and gateway into a
single device that is installed in the door instead of a
conventional mechanical lock (e.g., [29], p. 12).

4.4 Data systems

Historically, the youngest systems are data access
control systems. The two configurations most commonly
encountered in these systems are shown in Figure 10. The
figure on the left is the most common configuration of a
data access control system, as it is used on virtually any
computer network device (computers, servers, routers,
etc.). In the example shown, the entire system, i.e.,
controller C, verifier V, organizer O, and gateway G, is an
integral part of the data device. The requestor R accesses
assets that are data or data services provided by the given
device. The proving factor is most often a password and
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possibly biometrics. The described system can be
expressed symbolically as (O+C+V+G).

a) PC, server, ... b) access point or switch
Ethernet, e
R{O+CHVAGEXDAD |y i orver RADIUS

Fig. 10: Typical configurations of data access control systems. On the left
is a diagram of the system for data devices, on the right is a diagram of
the most common distributed system configuration.

The figure on the right illustrates the most common
distributed system layout. In this case, the requester R
seeks access to the assets, which are the data and data
services provided by the devices on the local network
LAN (not shown). Typically, this involves access to server
services, access to the Internet, etc. The requester R with
its device (typically a computer, smartphone, etc.) is
connected to one of the n gateways G, which is typically a
Wi-Fi access point or an Ethernet access switch. There
may be dozens of such gateways in a given LAN. The
controller C and verifier V are usually installed on a
common server, and the RADIUS protocol [30] is
generally used to communicate with all gateways. The
access and verification lists are in the form of databases
that are populated by the organizer O. The role of the
organizer is normally performed by a standard personal
computer. A LAN is used to communicate between all
elements of the system and a password is often used as a
proof factor. The described configuration can be symboli-
cally written in the form [O, (C+V), nxG], i.e. the system
consists of an organizer O, a device containing both a
controller C and a verifier V and n gateways G.

In computer networks, it is often the case that the same
person is a user in several different data access control
systems (different news and shopping sites, different social
networks, etc.). However, authorizations in these systems
imply different identities and different proof factors for the
users, which complicates the users' lives. To address this
problem, the concept of common verifier and the concept
of shared verifiers have been developed. Both of these
concepts are illustrated in Figure 11.

The top figure is used to explain the concept of a
common verifier. There are N different access control
systems consisting of a controller C, an organizer O and a
gateway G. In terms of verifying requesters, the authorities
of these systems rely on an external common verifier V.
An applicant for assets first registers with the
administrator of one of the common verifiers V (the so-
called identity provider), where it obtains a universal

identifier and a proof factor. Then, the interested party is
authorized by the individual authorities. If he then applies
for access to assets as a requester, the respective controller
first requests verification from the verifier V. Depending
on the result of the verification, the controller shall grant
or deny the requester access to the assets. A well-known
protocol for implementing the described concept is the
OpenlID protocol [31]. The described configuration can be
expressed symbolically by the notation [V, Nx(O, C, G)].

a) common verifier |___|V

Fig. 11: Concepts of cooperation of access control systems. At the top are
N systems that use a common verifier V and at the bottom are N systems
whose controllers trust the verifiers of other systems.

The lower figure illustrates the concept of shared
verifiers. In this case, the individual sub-systems are full-
blooded, i.e. they have their own verifier. In addition,
however, the controllers of these systems accept the
outputs of the verifiers of other systems. Symbolically, we
can express this configuration as {NX[O, C, (Vi, ..., Vn),
G)]}. A well-known representative of this concept is the
eduroam service [32], where staff and students of
university A can use the data services of the host
university when they visit university B. The controller of
university B first facilitates their verification at their home
university A and, in case of a positive result, allows them
to use the data services provided by university B. The
same principle applies to so-called roaming [33], where a
user of telephone operator A can use the services of
operator B in the area covered by operator B.

5. Conclusion

This paper provides an overview of the current state of
existing access control systems. Specifically, it covers
mechanical, certificate-based, electrical and data access
control systems. For these systems, the terminology and
architecture are presented in the paper to allow their
unified description. In particular, from a terminological
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point of view, new concepts have been introduced, which
are presentation and determination. In terms of
architecture, the paper shows that all access control
systems consist of devices that, in some combination, play
the role of four basic elements. These elements are the
organizer, controller, verifier and gateway. Depending on
the number of these elements in a given system and their
degree of integration in the individual devices, there are
different configurations of access control systems. The
most common ones are listed in the paper.

Overall, the current state of development of the
different types of access control systems shows a trend
towards their gradual integration. Mechanical locks have
been integrated with electrical system devices to create
electromechanical systems. Electronic certificates are
being introduced into what were originally paper-based
certificate systems, and these are also being used in
electrical and data access control systems. There is also a
trend towards the widespread deployment of computing
and the use of digital communication technologies in all
object access control systems.
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